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Abstract—Google's Android is a standout amongst the most well known portable working framework stages today, being sent on an
extensive variety of cell phones from different makers. It is named as a benefit isolated working framework which actualizes some novel
security components. Late research and security assaults on the stage, in any case, have demonstrated that the security model of Android is
imperfect and is powerless against transitive use of benefits among applications. Benefit heightening assaults have been appeared to be
noxious and with the across the board and developing utilization of the framework, the stage for these assaults is likewise becoming more
extensive. This gives an inspiration to plan and execute better security structures and systems to alleviate these assaults. This paper talks
about an arrangement and correlation of various systems and security expansions which are counteractive action and investigation based
proposed in late research.
Keywords— Taxonomy; solution; analysis; android; attacks.

I.

may be exploited. Google, on the other hand, does not screen
applications being published to its market, making it possible
for malicious applications to easily reach users. It occasionally
takes down applications that are found to contain malware.
Android implements a permissions and sandboxing
mechanism through its middleware layer to control access to
resources and mediate inter-application communication. It is a
privilege separated system, with each application having its
own distinct system identity. This model is not able to prevent
transitive usage of permissions that can be leveraged to launch
privilege escalation attacks. It is possible for a malicious
application to gain capabilities leaked from benign
applications making its capabilities more than it is permitted to
have. It is possible to prevent this by having strong checking
of permissions; however, since developers are not securityminded, this is not used in practice. As a result, there is need
for a more secure framework to be implemented to prevent
these attacks.

INTRODUCTION

A

ndroid is a popular platform for smart phones and
tablet devices. Since the first release in 2008, its
popularity and sales of devices hosting the system
have increased at a very fast rate.
A report by Strategy Analytics in January 2013 states that
smartphone sales grew 38% in the last quarter of 2012 to reach
217 million units worldwide, and over 700 million units for
the entire year. Of this number, 68.4% devices operate the
Android platform. In October 2012, Google said that there
were about 700,000 applications available for downloading
onto Android devices matching the number of applications on
Apple’s App Store for iOS devices .There are a large number
of end user devices and a large number of applications being
used on them. Handsets today have become full-fledged
computing platforms supporting complete operating systems
and complex applications. However, this brings new security
challenges. A recent mobile security report states that: “The
sheer number of mobile applications at a time when the
technology in mobile security is still in its infancy presents
complex, multifaceted, and unprecedented security challenges
to enterprises while putting individual privacy at high risk”.
The current model of the Android Application Market allows
developers to upload arbitrary applications at a minimal fee.
This creates a large attack surface for malicious applications to
be published on the market and installed on end user devices.
According to the Kaspersky Security Bulletin 2012, 99% of
the newly discovered mobile malicious programs target the
Android platform. Soundcomber is a trojan that uses
innocuous permissions and context-aware tone- and speechanalysis to extract small amounts of targeted private data. The
Trojan GGTracker (The Lookout Blog, 2012) sends SMS to a
premium-rate number and can steal private information from
the device. Apple screens applications posted to its
AppMarket, which protects users from malicious applications.
Nevertheless, applications could still have vulnerabilities that

II.

TAXONOMY OF EXISTING SOLUTIONS

In this subsection we present our taxonomy of existing related
security systems on Android OS. Since existing works are
implemented in different ways and architectures using
different techniques and mechanisms, we can categorize them
in many ways. Our classiﬁcation is objective-based. We group
existing works in a category if they have same objective and
characteristics. We categorize them into three main categories:
(1) Prevention-based, (2) Analysis-based and (3) Runtime
Monitoring. For this paper however we limit ourselves to
discuss the first two only.
2.1 Prevention-based
Since Dalvik bytecode is vulnerable to reverse
engineering, hackers are increasingly aiming at binary code
targets to launch attacks on high-value mobile applications
(paid/free) across all platforms. They can directly access,
compromise, and exploit the binary code (e.g., analyze or
reverse engineer sensitive code, modify code to change
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application behavior, or inject malicious code) .Based on a
new research study done by ARXAN .97% of the top 100 paid
Android apps and 87% of the top 100 paid Apple iOS apps
have been hacked using repackaging.
In this subsection, we review remarkable existing works with
focus on app repackaging attacks (code modiﬁcation or code
injection) and reverse engineering (code analysis).

They improve the system through embedding software
watermarks dynamically into the running state of an app to
represent the ownership of developers. After embedding the
watermarks, the repackaged app can be veriﬁed by an
authorized verifying party and embedded watermarks can be
recognized through the manifest app without any user effort
and interaction. It is worthy to note that the embedded code
segments can be later recovered in order to extract the
watermarks values. Figure 1 shows the overall AppInk
architecture and its related components.
In order to demonstrate effectiveness and resistance of the
proposed solution, they study two other works and the results
indicate that AppInk is effective in defending against common
automatic repackaging attacks.
2.2
Analysis-based solutions
Similar to PC malware, mobile malware has begun taking
steps to evade detection by camouﬂaging as benign apps. In
this category, the main goal is to use static and dynamic
analysis to detect security sensitive and malicious behaviors of
apps . Proposed works in this category focus types of attacks:
(1) malicious behavior detection, (2) app similarity detection
in order to detect repackaged apps, (3) misusing of granted
permissions and (4) detecting apps’ vulnerabilities. In this
subsection we review works in any of the above subcategories.
2.2.1
RiskMon
RiskMon [4] tries to answer the question ”are those
behaviors necessarily inappropriate?”. RiskMon is a machinelearning approach for coping with this challenge and present a
continuous and automated risk assessment framework.
Figure 3 shows the basic architecture of the RiskMon.
RiskMon combines users’ expectations and runtime behaviors
of trusted applications to generate a risk assessment baseline
that captures appropriate behaviors of applications. Users’
perceptions on applications is the key part of the framework.
First, it collects the user’s expectations on the installed apps
on the device and the ranking of permission groups in terms of
their relevancy to the corresponding application. Then, based
on the collected information from the user, it builds the risk
assessment baseline for her applications. Finally, using the
generated baseline, RiskMon ranks installed applications
based on risk of the app’s interactions, which is measured by
how much it deviates from the risk assessment baseline.
Regarding the implementation of RiskMon, it does not
address the interactions between third-party applications and
interactions that do not utilize Binder. This, indeed illustrates
potential attack vectors that can bypass RiskMon.
2.2.2
RiskRanker
RiskRanker [5], is a proactive scheme to spot zero-day
Android malware [6]. It tries to assess potential security risks
caused by untrusted apps. The authors develop an automated
system in order to analyze the dangerous behavior of apps
dynamically.
RiskRanker’s assessment system performs a two-stage risk
analysis. First, it identiﬁes apps with high and medium risk. In
order to identify these apps it traces non obfuscated executions
of apps that invoke (i) launching root exploits, (ii) illegal cost
creation, and (iii) privacy violation attacks. In the second stage

Fig. 1. Overall App ink architecture.

Fig. 2. Kirin based software installer.

2.1.1
Kirin
Mitigating malicious apps at install time using certiﬁcation
process on apps is the main goal of Kirin [1].
Kirin uses a set of predeﬁned security rules on apps’ requested
permissions to ﬁnd matched malicious permission requests
and characteristics. Here, the rules are deﬁned based on those
permissions that are sensitive and leads to misusing of
permissions and dangerous activities.
They use a static analysis tool called Pscout in order to extract
all permission speciﬁcations for Android apps without
modifying the apps. Using this system at install time can help
users to make real-time decisions whether installing the apps
or not. They tested the Kirin using 311 downloaded apps from
top ranked applications from an ofﬁcial Android app Market.
After experiments, Kirin detects 5 malicious apps with a high
level of security risk. Figure 2 shows the Kirin based software
installer ﬂow and its components.
2.1.2
AppInk
In order to mitigate app repackaging, Zhou et al. propose
and develop a graph-based dynamic watermarking mechanism
for Android apps. They designed and developed a tool named
AppInk, which takes the source code of an app and a
watermark value as inputs, in order to automatically generate a
new app with a transparently-embedded watermark and the
associated manifest app.
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of analysis, in order to discover those apps that encrypt exploit
code to evade the ﬁrst stage analysis it performs a further
investigation through analyzing suspicious app behavior. To
address this challenge, they develop a set of heuristics to map
apps to related risk categories (High, Medium, and Low risk).
Figure 4 shows the RiskRanker’s architecture.

In this work [2], authors present a study to evaluate the
safety of apps on Google Play and some other existing
unofﬁcial Android app markets. They propose a two-stage
analysis to detect current known malware and zero-day
malware. In order to detect known malware, they use a
permission-based behavioral footprinting scheme. In the
second stage, they apply a heuristics-based ﬁltering scheme to
identify certain inherent behaviors of unknown malicious
families (zero-day malware).
They tested the DroidRanger using 204, 040 apps collected
from ﬁve different Android Markets. The results show that
DroidRanger detected 211 malicious apps: 32 from the ofﬁcial
Android Market (0.02% infection rate) and 179 from
alternative marketplaces (infection rates ranging from 0.20%
to 0.47%).The overall architecture of DroidRanger is shown in
Figure 6.

In order to evaluate the proposed solution, they implement
a prototype to evaluate using 118,318 apps (104,874 distinct
apps) collected from different ofﬁcial and unofﬁcial app
markets. After the evaluation process, the ﬁrst-stage risk
analysis has discovered 2,461 suspicious apps and the secondstage analysis identiﬁed 840 apps. Among these discovered 3,
281 unique apps, they successfully uncover 322 (or 9.81%)
zero-day malware belonging to 11 distinct families. It should
be noted that the main challenge of the RiskRanker is that they
use a same set of simple heuristics against encryption and code
loading, which is not effective.
2.2.2
DroidScope
Lok et al. present DroidScope [7], an Android analysis
platform, which is based on Virtualization Malware Analysis
(VMA). DroidScope reconstructs both the OS level and Javalevel semantics views. In fact, DroidScope is a Virtual
Machine Introspection (VMI) dynamic analysis and it is built
on QEMU [8]
Emulator with a set of deﬁned APIs as custom analysis
plugins. In order to collect apps’ activities and trace
executions, DroidScope exports three types of APIs related to
three layers of Android device: hardware, framework and
Dalvik Virtual Machine.
DroidScope is tested using two Android malware families,
DroidKungFu and DroidDream, and the results show that
DroidScope detects them successfully. Figure 5 shows the
DroidScope’s architecture and its instrumentation interface.

2.2.4

2.2.5
DroidMoss
In this work, an application similarity measurement system
called DroidMOSS [2] is proposed that applies a fuzzy
hashing technique [9][10] to localize and detect the changes
from app-repackaging behavior. In fact, DroidMOSS is
proposed to detect repackaged applications on third-party
Android marketplaces. Given an app from a third-party
Android marketplace, they measure its similarity with those
apps from the ofﬁcial Android markets.
In order to detect a repackaged app, DroidMOSS extracts
the DEC opcode sequence of an app and generates a signature
fuzzy hashing signature from the opcode. Lastly, they
calculate the edit distance to see how similar each app pair is.
When the similarity exceeds certain threshold, they consider
one app in the pair is repackaged. The above scenario is
showed in Figure 7
DroidMOSS has several disadvantages. First, it only
calculates the similarity for DEX bytecode and ignores the
native code. Second, the opcode sequence does not consist of
high level semantic information and this causes false
negatives.
2.2.6
WHYPER
Pandita et al. propose WHYPER [11] as a Natural
Language Processing (NLP) solution to measure the
compatibility of requested permissions from apps. The related
apps’ descriptions provided by developers and the answers of
why the app needs the requested permissions are used to
access the compatibility of the permission requests. WHYPER
takes an application’s description from the market (provided
by developers) and a semantic model of a permission as input,

DroidRanger
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and determines which sentence (if any) in the description
indicates the use of the permission.
They have tested the WHYPER using 581 applications
collected from current Android app markets.
The results show 82.8% accuracy, and an average recall of
81.5% for three special permissions (address book, calendar,
and record audio) that protect frequently used security and
privacy sensitive resources.
The main challenge of WHYPER is those apps that are not
described by app developers and this causes false-positive
detection. Figure 8 depicts an overview of WHYPER
including its related components.
2.2.7
PScout
PScout [12] is proposed as a tool in order to extracts the
permission speciﬁcation (permission map) from the Android
OS source code using static analysis. PScout works based on a
call graph, constructed from API calls. The way that PScout
extracts permission speciﬁcations is through performing
repeated reachability analyses between API calls and
permission checks on a call graph that is constructed from the
Android framework’s code base.Compared to the closest
related work, Stowaway [13], PScout is able to extract more
permission speciﬁcation. In the reported experimentation, they
use PScout to analyze 4 versions of Android spanning version
2.2 up to the recently released Android 4.0. On Android 2.2,
PScout extracts 17, 218 mappings, whereas Stowaway derives
only 1,259. Figure 9 shows PScout architecture

knowledge. Later, they compare the unknown applications
with the captured features. If the similarity score of the
comparison passes the pre-deﬁned threshold, they label the
app as a malware or repackaged app.
2.2.9
ComDroid
ComDroid [15] was proposed to detect application
communication vulnerabilities. Since most of these
vulnerabilities stem from the fact that Intents can be used for
both intra and inter-application communication, ComDroid
examines Android application interactions and identiﬁes
security risks in application components. Vulnerabilities
include personal data loss and corruption, phishing, and other
unexpected behaviors.
ComDroid is a two-stage solution. First, it disassemble
application DEX ﬁles using the publicly available Dedexer
tool [16]. After disassembling apps, it parses the disassembled
output from Dedexer and logs potential component and Intent
vulnerabilities. The results of the reported experimentation on
20 apps shows that ComDroid found 34 exploitable
vulnerabilities; 12 of the 20 applications have at least one
vulnerability.
In addition to described works in this section, there are
many other related works: FlowDroid [17],Amandroid [18],
AppsPlayGround [19], ScanDroid [20], VetDroid [21],
Pegasus [22], AppIntent [23], Mobile-Sandbox [24],
PiggyApp [25], AnDarwin [26], Juxtapp [27], Stowaway [13],
DNADroid [28],Androguard [29], APKInspector [30], JEB
[31], Andrubis [32], AndroTotal [33], RobotDroid [34],CHEX
[35], Androwarn [36], MAdFraud [37], DECAF [38],
DroidChecker [39], MARVIN [40], Shinichi et al. [41], and
ProtectMyPrivacy [42]. These works all use static and
dynamic analysis tools to detect apps’ vulnerabilities and
detect malicious apps.
III.

CONCLUSION

Alongside the expanding predominance of Android cell
phones, the quantity of Android applications including
malware is expanding day by day. Regardless of sent Android
security systems, malware exploit the Android security gaps to
abuse the allowed assets. Subsequently, numerous endeavors
have been proposed to limit the effort of vulnerabilities in
Android gadgets. In this study we examined the current
proposed works in two static and element bunches. The
proposed works are fundamentally conduct based and their
primary commitment is following the applications' framework
calls and breaking down the exercises to confine them from
high hazard exercises. Subsequent to looking into these works
we concocted two inquiries that proposed works are not fit for
noting fittingly. To begin with, are those practices
fundamentally unseemly? Second, would we be able to name
the applications as malware or amiable in view of the conduct?

2.2.8
AndroSimilar
In [3] authors propose AndroSimilar, an approach which
generates signature by extracting statistically improbable
features, to detect malicious Android apps. They claim that it
is effective against code obfuscation and repackaging.
AndroSimilar uses techniques such as string encryption,
method renaming, junk method injection, and control ﬂow
modiﬁcation to detect Android malware. AndroSimilar is a
syntactic footprinting mechanism [14] that ﬁnds regions of
statistical similarity with known malware to detect those
unknown, zero day samples. In AndroSimilar, they use a
statistical attribute extraction approach that explores
improbable byte features for capturing code homogeneity
among variants of known apps. After capturing the common
similarities among known apps, they identify code similarity
of an unknown sample and explore its similarity with known
malicious family.
In fact, they generate signatures of known malware
applications for different families of malware as a database of
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