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Abstract— Android is most by and large utilized stage for cell telephones today which brags of a moved security model 

having MAC and sandboxing. These parts gift masters and clients to restrain the execution of an application to the amuse 

allotted. The misuse of vulnerabilities of the endeavor is bound inside the favorable position farthest reaches of an applications 

sandbox. Advantage animating assaults have made puzzling as the use of android structures have broadened. Distinctive sorts 

of portions have given some kind of rest to the originators however the security highlight managing by the engineers has not 

helped much. In this paper we talk about the stray bits of the favorable position expanding strike and the assorted systems used 

to counter and keep this issue. 
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I.  INTRODUCTION  

ince the first introduction in 2008, Android has 

gained a tremendous number of users over the last 

few years. Smartphones are the fastest growing 

technology market segment. According to Gartner [1], a 

technology research and advisory firm, 1.1 billion devices 

running on Google’s Android OS were shipped in 2014 alone, 

marking its 80 percent mobile market share. Attributing to this 

fast-pace increment is the proliferation of Android apps, which 

provides an ever-growing application ecosystem. Officially 

reported by Android Google Play Store, the number of apps in 

the store has reached over 1.6 million in early 2015, 

surpassing its major competitor Apple Apps Store [2]. Mobile 

applications are essential to the smartphone experience. 

Mobile applications are getting increasingly sophisticated, 

robust, life-engaging, and privacy-intrusive. The market offers 

a wide variety of applications ranging from entertainment, 

productivity, health care, to online dating, home security, and 

business management [3]. Users depend more and more on 

mobile devices and applications. 

As mobile applications are gaining increasing popularity 

among users, the privacy and security of smartphone users 

become a concern. Due to the large user base, smart devices 

are used to store sensitive personal information more 

frequently than laptops and desktops. As a consequence, a 

malicious third-party app can not only steal private 

information, such as the contact list, text messages, and 

location from its user, but can also cause financial loss of the 

users by making secretive premium-rate phone calls and text 

messages [4]. At the same time, the rapid growth of the 

number of applications on Android markets makes it hard for 

app market places, such as Google App Store for example, to 

thoroughly verify if an app is legitimate or malicious. As a 

result, mobile users are left to decide for themselves whether 

an app is safe to use. In addition, unlike iOS, Android device 

owners do not have to root or ”jailbreak” their devices to 

install apps from ”unknown sources”. This gives Android 

users broad capability to install pirated, corrupted or banned 

apps from Google Play simply by changing a systems setting. 

This provides further incentive for the users to install third-

party applications, but exposes their privacy to significant 

security risks [5]. 

The exponentially increasing number of Android 

applications, the unofficial apps developers, and the existing 

security vulnerabilities in Android OS encourage malware 

developers to take advantage of such vulnerable OS and apps 

and steal the private user information to inadvertently harms 

the apps markets and the developer reputation [6]. Moreover, 

since Android OS is an open source platform, it allows the 

installation of third-party market apps, stirring up dozens of 

regional and international app-stores such as PandaApp [7] 

and GetJar [8]. Android malware can gain control of device, 

steal private information from users, consume excessive 

battery, use telephony services to steal money from users’ 

bank accounts, and even turn the device into a botnet zombie. 

There are a large variety of Android vulnerabilities and they 

can occur in any layers of Android OS stack, such as 

application layer or framework layer. Vulnerabilities also 

appear in benign apps through the accidental inclusion of 

coding mistakes or design flaws. As we described before, the 

flawed Android OS provides a fertile ground for attackers. 

There are a variety of security issues on Android phones, such 

as unauthorized access from one app to the others (information 

leakage), permission escalation, repackaging apps to inject 

malicious code, colluding, and Denial of Service (DoS) 

attacks. 

Realizing these shortcomings in the current Android 

architecture, much efforts have been put towards addressing 

these problems [9]. In addition to Android OS’s various 

security measures such as sandboxing and Android permission 

model, many security and privacy solutions were proposed to 

cope with the existing security Android OS vulnerabilities, 

including many resource management systems such as [10, 11, 
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12] and security solutions using different approaches and 

techniques [13, 14, 15].  

II. ANDROID SECURITY ISSUES AND THREATS 

Android security is built upon a permission-based 

mechanism which regulates the access of third-party Android 

applications to critical resources on an Android device. Such 

permission-based mechanism is widely criticized for its 

coarse-grained control of application permissions and the 

inefficient permission management, by developers, marketers, 

and end-users. For example, users can either accept all 

permission requests from an app to install it, or not to install 

the app. This type of permission management is proved to be 

undesirable for the devices security. In this section, we discuss 

the main security issues of the Android, which leads to user 

information leakage and puts the user’s privacy in jeopardy 

[21], [22], [23]. 

2.1 Information leakage 

In current Android architecture design, apps are restricted 

from accessing resources or other apps unless it is authorized 

by the users. Users have to grant all resource access requests 

before installing and using an app. Information leakage occurs 

when users grant resources without any restriction from OS. 

However, Android’s permission control mechanism has been 

proven ineffective to protect user’s privacy and resource from 

malicious apps. Studies showed that more than 70% of smart 

phone apps request to collect data irrelevant to the main 

function of the app [24][25]. With more than 1.4 million 

available apps in Google Play, and a great number of apps 

from miscellaneous third-party markets, a significant number 

of malicious apps have been exposed to Android users for 

installation. However, when installing a new app, only a small 

portion of users pay attention to the resource being requested, 

since they tend to rush through prompted permission request 

screens to get to use the application. Only a small portion 

(3%) of users are cautious and make correct answers to 

permission granting questions. In addition, the current 

Android permission warnings do not help most users make 

correct security decisions [26]. The ”blaming the users” 

approach has become a failure to protect Android users. As 

pointed out in [26, 27], the reasons for the ineffectiveness of 

the current permission control system include: (1) 

inexperienced users do not realize resource requests are 

irrelevant and will compromise their privacy, (2) users have 

the urge to use the app and may be obliged to exchange their 

privacy for using the app. 

2.2 Privilege escalation 

Privilege escalation or permission escalation attacks were 

leveraged by exploiting publicly available Android kernel 

vulnerabilities to gain elevated access to resources that are 

normally protected from an application or user. This type of 

attack can result in unauthorized actions from applications 

with more privileges than intended, which causes many 

sensitive information leakage. Android exported components 

can be exploited to gain access to the critical permissions [28]. 

2.3 Repackaging Apps 

Repackaging is one of the most important and common 

security issues of the Android OS. Repackaging is the process 

of disassembling/decompiling of .apk files using reverse-

engineering techniques and adding (injecting) malicious code 

into the main source code. Repackaging techniques that can be 

used on the Android platform allow malicious code to be 

disguised as a normal app. It is difficult to distinguish between 

a repackaged malicious code and a normal app because the 

repackaged app usually appears to function in the same way as 

the legitimate one. The repackaging steps are as follows [29, 

30]: 

Unpacking: unpacking APK files using available tools such as 

apktool, which is a tool based on reverse-engineering. 

Decompiling: decompiling the Java source code using JAD 

and extracting the source code of Java classes. 

Code injection: injecting code and adding resources into the 

main source code using Java developing environments. 

Repacking: rebuilding the files using apktool and signing the 

generated files using jarsigner. 

Geimini and KungFu are examples of trojans which are based 

on APK repackaging. These Trojans can be bundled into many 

valid Android apps. 

2.4 Denial of Service (DoS) attack 

The increasing number of smartphone users and 

prevalence of mobile devices (phones, tablets) which are 

connected to the Internet can be a platform for growth of DoS 

attacks. Since the majority of smartphones are not equipped 

with the same protections (i.e. anti-virus programs) as PCs, 

malicious apps find it as a proper platform for DoS attacks. 

Overusing limited CPU, memory, network bandwidth and 

battery power are the main goals of DoS attacks [31]. 

2.5 Colluding 

Colluding threat is a client-side attack. In this attack, users 

install a set of apps developed by the same developer and 

same certificate and grant different types of permissions 

including sensitive and non sensitive. After installing apps, 

these apps can take advantage of a shared UID and get access 

to all their permissions and resources [32]. 

III. PROPOSED SOLUTIONS 

Considering the security issues that we described in section 

4, so far there have been proposed many studies towards the 

principles and practices to manage resource usage [10-12], 

[33-37] and security solutions to address these vulnerabilities. 

The existing security and privacy solutions are classified into 

three categories. We explain the categories in more details in 

related sections. Since proposed works that we cover in this 

survey, use different tools and techniques to implement their 

solutions. 

Before going into further details, in this section we described 

the main categories and all existing applied  techniques. 

3.1 Existing techniques and mechanisms 

3.1.1 Static Analysis 

Those works that use static analysis approach [38][30] are 

based on the application’s structure and code [39]. In this 

section we describe the main techniques of static analysis. 
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• Application Signature: As we described before, any 

Android application has a unique signature. Signature-

based solutions check the contents or patterns of an 

application against a dictionary of malware signatures. If 

they find a matching, they can take action. This method is 

somewhat limited by the fact that it can only identify a 

limited amount of emerging threats, e.g. generic, or 

extremely broad, signatures. 

• Permission Analysis: This mechanism works based on 

granted permissions to the applications. They assess the 

risk of the granted permissions and the sensitivity of the 

resources. Depending on the risk level, they analyze and 

detect the malicious apps. 

• Control Flow Analysis In this type of static analysis 

techniques, it needs to extract apps’ Control Flow Graph 

(CFG) and look for existing possible resource misusing 

and vulnerabilities within the application’s code. Based on 

the discovered threats and vulnerabilities, they make a 

decision on maliciousness or vulnerability of the 

application. 

3.1.2 Dynamic Analysis 

Existing works that use dynamic analysis [40-46] mainly 

work based on application behavior analysis during the 

runtime process. There are three main parameters that can be 

considered as application’s behavior and activities: system 

calls, battery consumption, and network usage [46]. 

3.1.3 Crowdsourcing 

Crowdsourcing is the process of obtaining needed services, 

ideas, or content by soliciting contributions from a large group 

of people [486. In Android OS security scope, it is defined as a 

process in which we collect data from users or devices toward 

improving the security of devices and privacy preserving. For 

example, it can be collecting the system call log of a device or 

users’ reviews on an app. 

3.1.4 Policy-based 

Using this technique, solutions require users to define 

several policies on the prepared services in order to customize 

the service. For example, in smartphone security area, the 

policies can be the level of permission granting restriction to 

applications. 

3.1.5 Recommendation-based 

In this approach, they help inexperienced users through 

providing recommendations on challenging app security and 

privacy decisions such as granting permissions to apps and 

restricting apps’ resource accesses. 
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